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Abstract – Cloud computing is one of the expanding 

innovation that is associated with Grid Computing, Utility 

Computing, Distributed Computing. In today’s world, 

securing of information assumes an indispensable part. In the 

processing condition, information protection and information 

security is prevalent in fields like government, industry, 

education organizations and business for the future 

advancement. These are inter-related to both hardware and 

software. Consequently, this paper analyses the information 

security solutions and security mechanisms of cloud service 

providers in Cloud Computing. 
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I. INTRODUCTION  
 

Cloud computing provides a new way of services by 

organizing various resources and providing them to users 

based on their demands. Cloud computing and storage 

solutions provide users and enterprises with various 

strengths to store and process their data in third-party data 

centers that may be situated far from the user–ranging in 

distance from across a city to across the world. There are 

two basic types of functions in Cloud computing. They are 

computing and data storage. Storing data in the cloud 

greatly decreases storage load of users and brings them 

access comfort, thus it has become one of the most 

important cloud services. 

The cloud models are infrastructure as a Hardware as a 

service (HaaS), users could buy IT hardware - or even an 

entire data center/computer center - as a pay-as-you-go 

subscription service. The HaaS could be flexible, scalable 

and manageable to meet your needs. Software as a service 

(SaaS) which completes all the application are on the 

internet. Data as a service (DaaS) Data in various formats, 

from various sources, could be accessed via services to 

users on the network.  

Data security is more muddled than data security in the 

conventional data frameworks. Cloud computing security 

is one that is more essential to be tended to these days. In 

the event that security measures are not given 

appropriately, then Data operations and transmissions will 

be at high risk [1]. To deal with these difficulties, most 

grounded security measures are to be made and it must be 

executed by distinguishing security test and its solutions 

[2]. The trust issues, security issues and privacy were 

given by sun et al [3]. A data security framework for cloud 

computing networks is proposed [4]. Younis and Kifayat 

give a survey on secure cloud computing for critical 

infrastructure [5]. The privacy will be used to study about 

the tangible threats and also the intangible threats, some of 

the issues in data security were privacy of data, protecting 

the data, availability of data, etc. The various challenges in 

the security were loss of data, data threats and malicious 

attacks from outsiders [6]. By using the cloud security 

techniques and the data segregation Chen and Zhao [7] 

analysed and presented the issues in the cloud computing 

environment through the data privacy and security. The 

most challenging issue in cloud computing is data sharing. 

 

II. CLOUD SECURITY CONTROLS 
 

The different types of cloud security controls will fall 

under any one of the following category: 

1. Deterrent Controls: These controls are intended to 

reduce attacks on a cloud system. deterrent controls 

typically reduce the threat level by informing 

potential attackers that there will be adverse 

consequences for them if they proceed 

2. Preventive Controls: The system strength can be 

given by the preventive controls which can be against 

like any of the incidents like eliminating the 

vulnerabilities. 

3. Detective Controls: Detective controls are intended to 

detect and react appropriately to any incidents that 

occur. In the event of an attack, a detective control 

will signal the preventative or corrective controls to 

address the issue 

4. Corrective Controls: By limiting the damage this 

Corrective controls reduce the consequences of any 

incident. 
 

III. DATA INTEGRITY 
 

Data integrity is one of the most critical element in most 

of the information system. This will protects the data from 

modification, fabrication or from deletion. Through 

database constraints and transactions, data integrity is 

done by the database management system which is 

maintained in the standalone systems. Data integrity acts 

as the basis to provide services in cloud computing such as 

IaaS, SaaS, and PaaS. RAID-like strategies can be used to 

obtain Data integrity easily. Bowers et al. an author 

proposed a theoretical framework known as “Proofs of 

Retrievability” to be aware of the remote data integrity 
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checking by combining spot checking and error correction 

code [8]. 

 

IV. DATA CONFIDENTIALITY 
 

In cloud, for the users to store the confidential data, data 

confidentiality is very essential. It can be ensured that data 

confidentiality and data authentication strategies are used 

as shown in Table1 & Table2. The access control, data 

confidentiality and data authentication can be addressed by 

increasing the trustworthiness and the reliability of cloud. 

The problem of Key management can be faced with the 

Simple encryption, it does not support complex 

requirements like query, parallel modification, and fine-

grained authorization.  

(i) Homomorphic Encryption  
Confidentiality of data can be ensured by using 

encryption. Rivest et al [9] proposed this system of 

encryption. There is a consistent algebraic operation with 

cipher text with the clear operation. Very high complicated 

calculation are included in this encryption system. The 

cost of computing and the storage is very high. 

(ii) Encrypted Search and Database 
The most inefficient encryption is homomorphic 

encryption. So in the cloud environment researchers 

started to learn the limited homomorphic encryption 

application algorithm. Encrypted search is the one of the 

most common operation. A lightweight mechanism for 

database encryption which was proposed by Manivannan 

and Sujarani have and it is known as transposition, 

substitution, folding, and shifting (TSFS) algorithm. An 

asymmetric encryption mechanism for databases was 

proposed by Huang and Tso in the cloud. When more than 

once the commutative encryption is applied on to the data, 

the private/public key order is very useful for 

decryption/encryption which does not matter. 

(iii) Distributive Storage 
Distributive storage of data is one of the promising 

approach in the cloud environment. AlZain et al [10] 

discussed the security issues which is relating to data 

privacy in the cloud computing including integrity of data 

and availability of service in the cloud environment. 

Internal or external data are divided into chunks to protect 

them from unauthorized access. Ram and Sreenivaasan 

[11] have proposed a technique known as security-as-

aservice (saas) which is for securing data in cloud. The 

maximum security can be achieved by dividing the user’s 

data into pieces.  

(iv) Hybrid Technique 
For data confidentiality and data integrity hybrid 

technique is used. This uses both the authentication and 

key sharing techniques. By making process more secure, 

powerful key sharing and authentication process are used, 

and also the user and the cloud service provider can also 

be connected. The data security technique is proposed in 

three-layered structure [12]: the first layer is used for 

authenticity of the cloud user. It can be either by one 

factor authentication or by two factor authentications; the 

second layer is for ensuring protection and privacy by 

encrypting the user’s data; and the third layer will do the 

fast recovery of data by a speedy process of decryption.  

(v) Data Concealment 
Data concealment is also be used to keep the data 

confidentiality in the cloud environment. Delettre et al 

[13] introduced this data concealment concept for database 

security. This technique will combine the real data with 

the visual fake data to make real data as the negative 

(false) one. The overall volume of real data can be 

increased by b Data concealment but it provide enhanced 

security for the private data. The main objective is that to 

secure the real data from other malicious attackers or other 

users. 

(vi) Deletion Confirmation 
Deletion confirmation means after the deletion 

confirmation when users delete their data that data cannot 

be recovered. When data gets deleted by the users, the data 

of all the copies should get deleted at the same time. This 

should be ensured by the cloud storage providers. 

 

V. DATA PRIVACY 
 

The ability of an individual or a group of persons to 

seclude the information about themselves and reveal them 

in a selectively. Oblivious RAM technology (ORAM) was 

mostly focused by the researchers. ORAM technology 

have been used in protection of software and protecting 

the privacy in the cloud computing as a promising 

technology. Stefanov et al. stated that a path ORAM 

algorithm is state-of-the-art implementation [14]. 

(i) Service Abuse  
 Service abuse means that attackers may abuse the cloud 

service and acquire the extra data available or destroy the 

interest of other users. User data may be abused by other 

users. In the cloud storage the most used technology is De-

duplication. It means that data which is often are stored, 

can be shared by multiple users.  

(ii) Averting Attack  
 Cloud systems should be efficient of averting Denial of 

Service (DoS) attacks. in cloud computing requirement of 

security services was analyzed by Shen et al [15]. Trusted 

platform support services (TSS) and trusted computing 

platform (TCP) for integrating cloud services. The trusted 

model should bear characteristics of dynamically building 

trust domains and dynamic of the services and with 

confidentiality. Yeluri et al. focused on the cloud services 

from security and explored security challenges in cloud 

when deploying the services [16]. 

 

VI. CONCLUSION 
 

Everyone wants to use the cloud for cost savings and 

also for new business models. But for cloud security, it is 

very important to understand the different threats that 



 

 

 

International Conference on Advances in Engineering Management & Sciences - ICEMS -2017  

All copyrights Reserved by ICEMS -2017  

Santhiram Engineering College, Nandyal, Kurnool Dist., Andhra Pradesh, India 

Published by IJEIR (www.ijeir.org)  50 

International Journal of Engineering Innovation & Research  

Volume 6, Issue 5, (September) ICEMS-2017, ISSN (Online) : 2277 – 5668 

comes into play, says Derek Tumulak. Cloud is a 

promising technology for the future IT applications. The 

main requirement of an organization were reducing data 

storage and processing cost. The analysis of data and 

information is the most important tasks in all 

organizations to make the decisions. So, the will not be 

transferred by an organizations to the cloud till there is a 

trust between the cloud service providers and consumers. 
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