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Abstract – In this paper, we propose a modified and 

efficient E-Voting Authentication Preparation Scheme (EV-

APS). The proposed new scheme acts as an improvement 

over the last two Evox-MA and REVS, E-voting protocols 

that based on the blind signature. The proposed schemes are 

suited for large scale E-Voting over the internet, and 

overcome the problems associated in these well-known 

protocols and achieve all e-voting security requirements. The 

new modified protocol applies some cryptographic technique 

to enhance some security aspects. Some of these modified 

security aspects are Kerberos authentication protocol, PVID 

scheme, responder certificate validation, and the converted 

Ferguson e-cash protocol. 
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I. INTRODUCTION 
 

In the recent two decades E-Voting became a hot 

research topic in advanced cryptography, posing several 

new challenges to fulfill voting general requirements. The 

challenge arises primarily from the needs to convince the 

voters that security and democracy requirements such as 

privacy, accuracy, receipt-freeness and verifiability were 

achieved and thus reduced their fear towards using E-

Voting by providing them with a trusted E-Voting that 

they can rely on. 

Many scientists and researchers [1]-[8], [17] explored in 

E-Voting cryptographic field in order to overcome the 

security issues in the election process. Each made his/her 

own contribution towards a trusted E-Voting but all agree 

about the major schemes that can be classified into three 

main categories: A blind signature scheme, the 

homomorphic encryption scheme and the mixing net 

scheme. Each of the above mentioned schemes underlies 

many protocols, these protocols try to achieve some 

general security requirements (e.g. by using a blind 

signature, the voter privacy will be guaranteed). The 

protocols under blind signature scheme are considered as 

the most commonly implemented due to their practicality 

and applicability. The last common two blind signature 

protocols under E-Voting environment are Evox-MA [7] 

and REVS [8] 

Generally, E-Voting consists of three main stages: the 

preparation stage, voting and counting stages [9].   

Authentication is an important part at the preparation 

stage and thus of the overall E-Voting process, both for the 

E-Voting system authenticating the human as eligible 

voter without sacrificing secret balloting, and for the voter 

authenticating authority control E-Voting [10].  Voters 

want the capability to vote remotely, but this makes both 

directions of authentication more difficult. The proposed 

scheme combined more than scheme or modified protocol 

to assure the authentication requirement. 

Up to now, no complete solution is provided to gurantee 

that only authorized voters vote either in theoretical or 

practical domain. Neither Evox-MA nor REVS, last two 

E-Voting blind signature protocols, prevented Dos attack 

at the prepration stage so the attacker can fill the counter 

buffer with garbage votes and coruupted the overall E-

Voting process 

This paper is organized as follows: Section 2 provide 

general background required to understand the proposed 

authentication scheme. Section 3 presents the proposed 

authentication E-Voting Authentication Preparation 

Scheme. Section 4 and 5 discussion and conclusion. 

 

II. BACKGROUND 
 

A. Public Key encryption 

In the public key encryption, also known as asymmetric 

encryption, there are two keys: an encryption key Kpub 

(public key) and a decryption key Kpri (private key). The 

encryption of a message m with Kpub results in c, to 

recover m from c using Kpri, as follows:  

c = E(Kpub(m))        

m = DKpri(c) = DKpri(EKpub(m))      

In E-Voting a public key cryptosystem is normally used 

to provide secure authentication to the voters, or to 

establish secure connections between the voters and the 

electoral servers  

 RSA public key cryptosystem 
The most known and used algorithm for public key 

encryption is the RSA, proposed by [11]. The security of 

the RSA algorithm is based on the problems of 

factorization and calculation of modular logarithm for 

large numbers. In E-Voting the use of the RSA, or some 

derived algorithms is common on blind signature based 

voting systems. It is also used in the construction some of 

mix-nets .The details of the algorithm are shown in Table 

1. 

Table 1: RSA Algorithm 

Secret 

Values  

p, q Secret distinct large primes, also 

calculate )1)(1(  qp  

Public value  n n = p . q 
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Public key e ,1 ne  such that 

1),gcd( e  

Private key p, q, 

d 
nd   such that 

mod.1 de  

Encryption  nmc e mod  

Decryption ncm d mod  

 

B. Blind Signature 
The concept of blind signature was introduced by David 

Chaum [1]. Chaum demonstrated the implementation 

based on RSA signatures. It allows the realization of 

securE-Voting schemes, protecting the voter privacy.   

Initially the blind signature is used within E cash system 

(E cash) to guarantee owner anonymity, as in E-Voting 

scheme the motivation is to keep the voters anonymity as 

well, so this technique can be applied [12]. 

The idea of blind signature allows a signer to sign a 

document without revealing its contents similarly in a real 

life world to sign a carbon paper lined envelopes. Writing 

a signature on the outside of such envelope leaves a 

carbon copy of the signature on a slip of paper within the 

envelope. When the envelope is opened, the slip will show 

the carbon image of the signature. 

A distinguishing feature of blind signatures is their 

unlinkability: The signer cannot derive the correspondence 

between the signing process and the signature, which is 

later made public. 

The blind signatures can be accomplished by the 

following steps: 

(1) The authority key is given:  

         (e, n) public key of the signer    

         (d, n) private key of the signer 

(2) The voter's purpose is to let the authority to sign the 

vote, say v, without revealing its content (Blind 

Signature). 

The voter generates a random number, r that satisfying 

the following formula 

           gcd(n,r)=1  

The voter using this random variable r and authority 

public key component e to blind his/her vote and 

calculates  

      x = ( r
e
 v) mod n. 

(3) The voter asks the authority to sign the vote using its 

private key. Noted that the authority cannot derive any 

useful information from x. 

 t = x
d
 mod n 

(4) The authority sends the signed vote to the voter.  

   t = x
d
 mod n 

   t   = (r
e
 v)

 d
 mod n 

   t  = ( r
ed

v
d
) mod n 

   t  =  r v
d
 mod n 

 (5) As the voter know the random value r, she/he can 

remove it from the signed vote by taking r
-1 

to both side in  

(6)       r
-1

 t= v
d
 mod n 

   s = v
d
 mod n  

Where s is the vote v signed by the use of the authority 

private key preventing the authority from learning the 

signed vote v. 

Implementation of blind signature Protocol in EVS 
A blind signature protocol is similar to a digital 

signature except that it allows a person to get another 

person to sign a message without revealing the content of 

the message. In EVS, a ballot is blinded in order to 

achieve its confidentiality requirement .For simplicity, a 

protocol with two authorities; mainly a validator and a 

tailler are used to demonstrate how a blind signature is 

employed in EVS. A voter is required to get the signature 

of the validator when he votes. To ensure the secrecy of 

his/her ballot, a voter cast a ballot, B, blinds a vote using a 

random number and send it to the validator . 

Let (n,e) be validators public key and (n,d) be his/her 

private key. A voter generates a random number r such 

that gcd (r, n) =1 and sends the following to the validator 

B'= ( r
e
 B) mod n. 

The random number r conceals the ballot from the 

validator. The validator then signs the blinded ballot after 

verifying the voter, the signed value is  S' = (B')
d
 =(r

e
 B)

 d
 

mod n. 

After receiving the validated ballot, the voter unblinds 

the ballot, to get a true signature of a validator S by 

computing S=S' r
-1

 mod n. 

The voter then sends his/her ballot together with 

validator signature to the tailler. The tailler verifies that if 

the ballot was correctly validated, then the ballot is valid.  

C. Secret Sharing  
Secret sharing, as the name suggests, is called to the 

process of sharing a secret S among N parties so that only 

t or more parties can later recreate the secret. Each party Pi 

keeps his/her share si secret, so that just m t parties can 

recreate the secret S. Such a scheme it's called (t, N) 

threshold secret sharing scheme. The interest of this 

scheme is to prevent the ability of less than t parties to 

reveal the shared secret. 

 Threshold cryptosystem 
In a threshold cryptosystem the secret sharing technique 

is used to share a private key Kpri among N parties, in 

such a way that at least t parties must cooperate to decrypt 

EKpub(m), where m is an arbitrary message. These 

systems are called (t,N) threshold cryptosystems. 

Threshold cryptosystems usually include two algorithms 

[13]-[15] 

 Key Generation protocol: All the N parties are involved 

in the generation of the share public key Kpri. At the 

end each one receives its share of the private key Kpri.  

 Verifiable Decryption protocol: Allows t parties to 

cooperatively decrypt an encrypted message EKpub(m) 

in a way that everyone can verify that the decryption 

was performed correctly. This process should not give 

anyone the ability to decrypt alone any other messages 

encrypted with the same public key. In some E-Voting 

protocols there is an election public key, used to encrypt 

the ballots. The use of a threshold cryptosystem for the 

election's private key brings obvious improvements to 
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the system security, because votes cannot be revealed 

without the cooperation of t election authorities. 

D. Kerberos Authentication Protocol  
Kerberos version 5 that specified in RFC 1510, which 

supported the different realm  architecture as Fig. 1 shows. 

 
Fig.1. Kerberos Architecture supported different realm 

 

It consists of several sub-protocols (or exchanges).  

There are two basic methods by which a client can ask a 

Kerberos server for credentials.  In the first approach, the 

client sends a clear text request for a ticket for the desired 

server to the AS.  The reply is sent encrypted in the client's 

secret key.  Usually this request is for a ticket-granting 

ticket (TGT), which can later be used with the ticket-

granting server (TGS).  In the second method, the client 

sends a request to the TGS.  The client uses the TGT to 

authenticate itself to the TGS in the same manner as if it 

were contacting any other application server that requires 

Kerberos authentication.  The reply is encrypted in the 

session key from the   TGT.  Though the protocol 

specification describes the AS and the TGS as separate 

servers, in practice they are implemented as different 

protocol entry points within a single Kerberos server. 

 Once obtained, credentials may be used to verify the 

identity of the   principals in a transaction, to ensure the 

integrity of messages exchanged between them, or to 

preserve privacy of the messages.  The application is free 

to choose whatever protection may be necessary. 

To verify the identities of the principals in a transaction, 

the client transmits the ticket to the application server.  

Because the   ticket is sent "in the clear" (parts of it are 

encrypted, but this   encryption doesn't thwart replay) and 

might be intercepted and reused   by an attacker, additional 

information is sent to prove that the message originated 

with the principal to whom the ticket was issued. This 

information (called the authenticator) is encrypted in the 

session key and includes a timestamp. 

The timestamp proves that the message was recently 

generated and is not a replay.  Encrypting the authenticator 

in the session key proves that it was generated by a party 

possessing the session key.  Since no one except the 

requesting principal and the server know the session key 

(it is never sent over the network in the clear), this 

guarantees the identity of the client. 

The integrity of the messages exchanged between 

principals can also be guaranteed by using the session key 

(passed in the ticket and   contained in the credentials).  

This approach provides detection of both replay attacks 

and message stream modification attacks.  It is 

accomplished by generating and transmitting a collision-

proof checksum (elsewhere called a hash or digest 

function) of the client's message, keyed with the session 

key.  Privacy and integrity of the messages exchanged 

between principals can be secured by encrypting the data 

to be passed by using the session key contained in the 

ticket or the sub-session key found in the authenticator. 

The authentication exchanges mentioned above require 

read-only access to the Kerberos database.  Sometimes, 

however, the entries in the database must be modified, 

such as when adding new principals or changing a 

principal's key.  This is done using a protocol between a 

client and a third Kerberos server, the Kerberos 

Administration Server (KADM). There is also a protocol 

for maintaining multiple copies of the Kerberos database. 

 

III. THE PROPOSED AUTHENTICATION SCHEME 

IN E-VOTING PREPARATION STAGE 
 

A. Overview 
In order to achieve voter privacy at E-Voting 

preparation stage, the researchers first applied the 

modified PVID scheme. In which, voter prepares a list of 

blinded identities and then obtains blind signature for each 

of them separately by interacting with the approval 

authority in one session, PVID Authority. Later, voter 

extracts anonymous pseudo identities (PVIDs) which are 

unlinkable to voter registration identity. Each of PVID is 

selected by the voter and blindly signed by the approval 

authority after verifying voter eligibility. The value of 

PVID is only known by the voter. 

Then, the researchers deploy the modified Kerberos 

authentication protocol 5 under public key cryptography. 

This will provide a non-repudiation service so neither the 

voter nor any other entities can deny such a 

communication. In addition to its own main entities, many 

others will be added such as the responder, derived from 

the Distributed online status Certificate protocol (D-

OSCP), which is responsible for verifying the validity for 

the eligible voter certificate (Certv). For that; any attempt 

from the voters to supply a fake or old certificate will be 

easily detected. Thus; limited the DoS attack and the 

counter buffer will never be filled with garbage votes. 

The communicating entities at the preparation stage will 

share a secret key based on the Nonce Based 

Authentication scheme rather than on the basis of 

combination of voter RegID and password Rv, which can 

detected by the attacker keeping track of the whole 

operation and comprise the voter associated password. 

The Ferguson E-cash protocol had been modified to 

operate under E-Voting at the preparation stage, it 

combined at some point with Kerberos authentication 

protocol step to verify the whole voter identity and its own 

generated certificate (Certv). 
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B. Proposed Security Technique. 
The proposed authentication protocol in E-Voting 

preparation stage suggested using other scheme or 

protocols’ behind Kerberos Authentication protocol this 

will enhance the  voters’ privacy, authentication 

confidentiality and non repudiation service. The main are: 

 Responder from D-OSCP-KIS 
The responder entity is added at this stage, it actually 

derived from the OSCP-KIS and it will be operated in a 

distributed online election environment with hash function 

for a timeliness checking purpose. It will interact with the 

AS, one of the Kerberos Authentication protocol main 

entities, to verify the eligible voter issued certificate by 

contact the PVID authority that issue such a certificate. 

Implicitly, this will detect any attempt for double E-

Voting. It will operate at three main stages: 

1. Key generation: 
To generate and distribute every responder's private key 

for digital signature, PVID authority chooses a master 

secret and calculates its corresponding public key. Then, if 

the number of responders is n, PVID authority generates n 

private keys for responders by applying KIS key 

generating algorithm and securely distributes the keys to 

each responder. In the key generation, the PVID authority 

will distribute private keys for every responder as shown 

in Fig. 2. 

Master Key

Key

Generator

Private key

for signature

1SK

2SK

*SK

Public Key resPK Secure channel nSK

PVID 

Authority

 Fig.2. KIS-OSCP key Generation 

 

Theoretically, in (A):  

For public key generation: let p  and q prime numbers such 

that p=2q+1 and g ,h be the elements of order q in Zp. The 

PVID authority will generate a master key  SK
*
  as in eq. 2 

by choosing x
*

i ,y
*

i So randomly. SK
*
 is used for private 

key generation. Responders' public key  PKres as in eq. 3 is 

calculated by eq. 1.  

(x
*

0 ,y
*

0 ,……..,
*

1

*

1 ,  nn yx ) qZ . 

𝑣𝑖
∗ = 𝑔𝑥𝑖

∗
𝑦𝑖

∗
 𝑚𝑜𝑑 𝑝 𝑓𝑜𝑟 0 ≤ 𝑖 ≤ 𝑛 − 1    (1) 

𝑆𝐾∗ =  𝑥0
∗, 𝑦0

∗, …… , 𝑥𝑛−1,
∗  𝑦𝑛−1

∗                   (2) 

𝑃𝐾𝑟𝑒𝑠 =  𝑔, , 𝑣0
∗, …… . , 𝑣𝑛−1

∗                      (3) 

In (B): A private key will be generated :a different private 

key is assigned to each responder with the initial value of 

SK0=(x0,y0)=(
*

0

*

0 , yx ),the responder Ro's private key Ski 

is generated according to the eq. 4-8: 

𝑥𝑖
′ =  𝑥𝑘

∗

𝑛−1

𝑘=1

 𝑖𝑘 −  𝑖 − 1 𝑘                                        (4) 

𝑦𝑖
′ =  𝑦𝑘

∗

𝑛−1

𝑘=1

 𝑖𝑘 −  𝑖 − 1 𝑘                                        (5) 

𝑥𝑖 =  𝑥𝑖−1 + 𝑥𝑖
′                                                             (6) 

𝑦𝑖 =  𝑦𝑖−1 + 𝑦𝑖
′                                                             (7) 

𝑆𝐾𝑖 = (𝑥𝑖 + 𝑦𝑖)                                                          (8) 

2. Hash chain 
The PVID authority will deliver the private key Ski to Ri 

anonymously. After all private keys are derived, 

intermediate values including the master key SK
*
 as in 

eq.2 are deleted. 

Then, PVID authority generates hash chains to be used 

for timeliness checking. If the total time periods are T, 

PVID authority generates T chained hash values for each 

responder and keeps the first elements securely. Each hash 

value is used for given time period. If the time period is 

one day, 365 hash values are generated per responder. AS 

checks the timeliness of a responder by checking (hash 

chain) at the given time period. 

PVID authority issues the certificate for all responders. 

This certificate includes KIS public key and the first hash 

values in the hash chain of all responders. 

X1=H(X2) = H
2
(X3)=……….H

t-1
(Xt) 

For total T time period and n responders  :  
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PVID authority keeps them securely. PVID authority 

provides 
i

tX  at time period tT to i-th responder, the 

validity checks at tT for i-th responder ,the value to be 

checked ( )(1

1

i

t

ti XHX   is true (in signing and 

verification phase). 

3. Signing /Verification Algorithm: 
I. Signing Algorithm :When Ri sends a response to AS , Ri 

generates a digital signature (i,w,a,b) by using SKi=(xi,yi) 

as follows in eq. 9-12 : 

)12(                                                 

)11(                                                 

)10(                                           ),,(

)9(                                        mod

2

1

21

21

i

i

rr

q

yrb

xra

wMiHr

phgw

Zrr















 

Where H(.) ,is a cryptographic hash function. 

II. Verification Algorithm : The AS will verify the Ri's 

signature (i, w, a, b)by using eq. 3 to calculate PKres as 

follows in eq.13-15: 

)15(                                 mod

)14(                                        ),,(

)13(                            mod)(
1

0

*

pvhgw

wMiH

pvv

i

ba

in

k ii

k














 

As shown in fig. 3. 
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Fig. 3 D-KIS-OSCP phases 

 

 Nonce Based Authentication Scheme  
If the communicating entities at the preparation stage 

depend on the combination of voter RegID and password 

Rv that both knows, it can be easily detected by the 

attacker. So, by based on the Nonce Based Authentication 

scheme to share a secret key will be better. All the 

exchanged message between the communicating entities 

will be encrypted with the shared secret key. For instance, 

in order to AS and voter to authenticate each other and 

agree on a session key to be used between them based 

upon Nonce Authentication scheme [16] the following is 

performed: 

(1) V  AS: Request (IDv ,Nc) 

The user generates a random number Nc and sends 

Request(IDv ,Nc). To generate such Nc. 

(2)AS   V: Challenge (realm, Ns (XOR) h(Rv || Nc), 

h(Rv || Ns || Nc)) .  

As the AS receives the Request message, the AS 

generates a random Ns and uses Ns, Nc, Rv to compute Ns 

(XOR) h(Rv || Nc). Then, the server uses Rv, Ns, Nc to 

compute h(Rv || Ns || Nc ) and sends Challenge (realm, 

Ns(XOR) h(Rv || Nc), h(Rv || Ns || Nc)) to the voter. 

(3) VAS : Response (IDv ,realm , h(Ns || Rv ||Nc) ) 

When the voter receives the response message ,this 

voter uses Nc, Rv to compute h(Rv ||Nc) and uses h(Rv ||Nc), 

Ns (XOR) h(Rv ||Nc) to compute h(Rv ||Nc) (XOR) Ns 

(XOR) h(Rv ||Nc)  to get Ns. Then, the voter uses Rv, Ns, 

Nc to compute h (Rv || Ns || Nc)). 

If the computed h(Rv || Ns || Nc)) isn't the same as 

challenge (h(Rv || Ns || Nc)), the voter will be rejected by 

AS request [A]PR-AS. Otherwise, the voter uses Ns, Rv and 

Nc to compute h(Ns || Rv ||Nc) and sends response (IDv , 

realm, h(Ns || Rv ||Nc)) to the AS server. 

(4) When the AS receives response message, the server 

uses Ns, Rv, Nc to compute h(Ns || Rv ||Nc). If the 

computed h (Ns || Rv ||Nc) isn't the same as response (h(Ns 

|| Rv ||Nc)), the AS will reject such vote [A]PR-AS. 

Otherwise the server accepts voter request [O]PR-AS.  

(5) After the AS and the remote voter authenticate each 

other, they use Ns as a session key between them SKV-AS. 

By this way both the AS and voter authenticated each 

other and agree on the session key to be used between 

them. 

 The converted Ferguson E cash protocol  
In order to verify the whole voter identity and issued 

certificate. The Ferguson E cash protocol is converted to 

operate under E-Voting environment in the voter and B-

voting interaction at the preparation stage. 

The voter will select two blind factors b1 and b2 and 

three random numbers x1,x2
*

BVeZ    and s
*

BVeZ    and 

compute A ,A' ,B,w1,w2 as follows in eq. 16-20: 

A=
BVngug v mod21                                     

(16) 

A'=A
s 

BVnmod                                            (17) 

B= 21

11

xx
gg BVnmod                                     (18) 

w1=B BV

BVe nb mod'

1                                    
(19) 

w2 =(A'+B) BVe
b2  BVnmod

                          
(20) 

Then, the voter send       

{Certv, A, w1, w2, t ,  (( A||w1||w2||t )
d

v ) mod nv}  

to B-voting Server. 

(2) As the B-voting Server receive this message, again it 

will verify the validity of the voter certificate, but at this 

time it won't contact a responder, rather it will contact a 

PVID Authority database to check if this voter is legal to 

participate in voting and thus he /she has a certificate. Also 

the B-voting Server will contact an AS database, as AS 

verify the validity of the voter obtained certificate. After 

B-voting server verify the validity of the certificate, 

timestamp and value of A by using certificate, identity of 

the voter and public information. It also validates the 

signature (A||w1||w2||t)
d

v) mod nv). After passing all the 

verification, B-voting server will compute the following 

equation:  

w3= A B Ve

1

 BVnmod
                                            

(21) 

w4=
BVe

w
'

1

1 BVnmod
                                            

(22) 

w5= w BVe

1

2 BVnmod
                                             

(23) 

(3) Finally the message {(w3,w4w5) 
ve

BVnmod  } is sent 

to V  

(4) Decrypting the received value, V will get access to the 

signature of B-Voting server on A and blinded signature of 

B-voting server on B and A` +B. Voter compute the 

signature of B-voting server on A` ,B and A`+B as 

follows: 

s1= BV

s nw mod3  A' B Ve

1

                                     (24) 

s2=

1

4

b

w
 BVnmod  = BVe

B
'

1

                                   (25) 
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s3=

2

5

b

w
BVnmod =(A'+B) B Ve

1

                              (26) 

• Architecture 

 
Fig.4. The proposed Authentication Scheme 

 

In the preparation stage shown in fig. 4 (step 1– step 8), 

the modified PVID scheme will be operated. In step 1, the 

voter will send a set of blinded identities Mb, after the ID 

generation and blinding PVID stages applied, to the PVID 

authority, it will never sign a non eligible voter as it will 

check the voter RegID against country election law. As the 

voter is eligible the PVID authority will sign a set of the 

voter blinded identities (Mbs) via a PVID signing stage and 

send them to the voter accompanied with the issued voter 

certificate in step 2. The optional step for the voter to 

contact a password generator (PG) to generate a unique 

password for each voter, instead of using the traditional 

voter password, as an attacker may keep track of the 

voters' password and compromise it. From (step 3- step 8), 

the modified Kerberos authentication protocol will be 

operated with the converted Ferguson E cash protocol. In 

step 3, the voter will send a message encrypted with the 

AS public key consist of the voter certificate and a set of 

the signed blinded identities (PVID-list). As the AS 

receives this message at step 3, it will send to the 

responder to check its status in step 4, the OSCP-KIS will 

be applied to operate in a distributed environment. The 

responder will contact a PVID authority to check a 

certificate status in step 5; the PVID authority will send 

the voter certificate status to the AS in step 6, to the voter 

via AS in step 7, 8. A Kerberos authentication protocol 

consists of other steps that eventually end with the 

generated voter authenticate ticket that will be used in the 

E-Voting stage, administrators will never sign a voter 

without the Kerberos authenticated ticket.  

 

IV. EVALUATION AND ANALYSIS 
 

In order to guarantee the authentication and privacy 

requirement were met in the proposed E voting 

preparation stage. the researcher evaluates the proposed 

scheme by first introducing a formal definition for these 

requirements, then mathematically prove each of them. 

Finally, for each requirement a checklist items is given 

below for a requirement brief summary proof. 

1)  Authentication:  guarantee that the counter buffer 

will be never with garbage votes and thus only eligible and 

authorized voters were permitted to vote: 

 let : , ( ) : , ( ) .i j j jf V B f v b andg B A g b a      

[ ( ( ( ))) ]aeIf v V f g f v E   for a voting scheme VS, then 

VS satisfies Authentication. 

Proof: By relying on the Kerberos authentication protocol 

infrastructure, the researcher guarantees that only 

authorized voters’ casting votes by the generation of the 

issued voter ticket. 

(1) Also the voter can't forge such a ticket without 

any detection 

Proof (1): it can be proved by a contradiction. Let us 

suppose that a voter can forge the ticket. This means that 

the forged ticket is provided by changing in values of one 

of the signed amount s1=sign BV (A'), s2=sign BV (B), 

s3=sign BV (A'+B). As the value of s3 depend on the two 

previous value of s1 and s2, changing the value of s3 is 

impossible. As well as the value of B is optimal, B forging 

isn't valuable. So forging a ticket without detection is 

impossible. 

(2) It becomes impossible to forge an extra ticket to 

vote with  

Proof(2): This requires a forgery of the  PVID-list 

signature which is impossible as the PVID authority issues 

blind signature on voters blinded ID too after checking 

against country election registration laws (e.g. above 18 

years old ). Let prove by a contradiction method too, 

assuming there exit a function ii epfEPf  )(,:  

that known only by the voter.  

Then the proposed scheme satisfies  [Vv !

])(| epfEe  . Furthermore, depending on the 

prove in (1), the voter alone is unable to forge A. 

However, if voter colludes together for such extra ticket 

forgery, the forgery one is identified by dealer in the 

voting stage as a case of double voting. Finally the issued 

PVID authority certificate will never be forging due to the 

additional entity (responder) that verifies the certificate.  

 

V. CONCLUSION 
 

In this paper, a new modified authentication  protocol 

has been proposed in the preparation stage of the e-voting 

scheme. The proposed modification act as an improvement 

over the last two blind signature protocols, Evox-MA and 

REVS. The new modified protocol apply some 

cryptographic technique to enhances some security 

aspects. Some of these modified security aspects are 

Kerberos authentication protocol, PVID scheme, 

responder certificate validation, and the converted 

Ferguson e-cash protocol. These modified aspects will 

help in filtering the counter buffer from unauthorized 

votes by ensuring that only authorized voters are permitted 

to vote. Applying mechanisms such as the converted 

Ferguson E-Cash protocol and, the Modified PVID 

scheme and the voter certificate helps in detecting the 
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double voting issued by the voters. Kerberos provides the 

tools of authentication and strong cryptography over the 

network to help you secure your information systems 

across your entire enterprise within a mutual 

authentication under the assumption that the underlying 

internet infrastructure is insecure. Kerberos has been 

invaluable to our  e-voting proposed scheme. 
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