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Abstract— In web search engines privacy protection has address is completely anonymized, the personatieacch
become more serious now a days. The main problem of result cannot be returned. Thus, can we develop
privacy protection in web search is discussed, wita special  techniques to provide strong privacy protectionrgotees

e o sk e b emvcon oo g, [0 Seaich engine_users_wihout. compromising. he
9 g personalized search performance?

and their issued queries so as to prevent privacyréaches. It . o . . .
provides a strong privacy guarantee in web searcfihe main The major Qontrlbutlon of this yvork IS a nov_el oy
idea of this privacy model is to protect user's seeh activities ~ framework with guaranteed privacy protection in IP
within a social peer group. Social peer group contas a set of address-based personalized web search. The marofde

individual users. From search engines perspectivesearch privacy framework is to protect user’'s search it
queries that are issued by users from the same pegroup  within a social peer group. A peer group represents
cannot be linked uniquely to individuals within the same social group of individuals who share similaritighe
group. Experimental rgsults show that our methods dueve queries from the similar peer group will be subedtto
high efficiency in practice. web search engines together. Users from the same pe
group cannot be linked to individual users withime t
group.. This framework consists of an online peer
grouping step that dynamically constructs a peeugifor
|. INTRODUCTION each user, and an information obfuscation step lwhic
protects each individual user in the crowd. Alsovides a

g\ctical privacy model that will share similar

Web search engines have become an indispensaBL . i-di o . ina d
component for millions of users to search desirefiharacteristics ol-diversity in privacy preserving data

information on the web. They gather tremendous ansou publishing _Of relational data to provide a stromggcy
of users’ personal information. Although such imf@tion guarantee in personalized web search.

can be used to provide personalized web searchhwhic T(;!e rest of the _E)ja%er.conéams.: - R(;VI'DGW on sorimacda.
improves the accuracy of search results greatlg t tudies is provided in Section 2.Privacy protection

intensive usage of users’ personal information ieabw Sramgwo;k Af\or per.sor|1al|_zed web dS?ar(.:?] IS prgsemed

search engines also raises terrifying privacy tisraa ection 3. A practical privacy model with strongvpcy

users. protection guarantee is a}lso d|scu§§ed in thlscm_actn
Information related to users’ search activitieshsas IP Section 4, some strategies to efficiently formalieer

address, search queries, and click-through dataatire 9"0UPS which serve as core foundations of the [Fego

S . privacy protection framework is discussed. A systBm
captured and maintained by web search engines us@%pirical study conducted on the AOL search log datt

search logs. A few real-life examples indicate thethiled | din Section 5. Section 6 lud
user profiles are constructed from search logs [1]. is reported in Section 5. Section 6 concludes apep

Privacy breach in web search engines has introduced
more threats to individuals. There is an extrentglyh Il. RELATED WORK
demand of effective privacy protection mechanisms i
web search. There are two major questions related t Privacy has become a more serious concern in many
privacy breach in web search. Firstly, who issubd t applications. One of the privacy related problerss i
search query? Secondly, what is the search quenytab Publishing relational data for public use [2], whitas
From the individual’s point of view, if the answetseach been extensively studied in the recent years. Th@m
of the two questions are identified by some maiisio Objective of privacy preserving data publishingessh is
attackerS, there is no b|g privacy concern. Howe"fea to hide sensitive knOWIedge from the data while
Strong |inkage between a user who issued the Sm]@‘[y maintaining the Utlllty of data for various dataamis
and the content of the search query is uniquelgtified, ~tasks [3]. Several privacy models, such kaanonymity
the user’s search activity is undoubtedly undek. ris [4], I-diversity [5], and their variations have been megd

The linkage between a user and his/her search qudfy the purpose of privacy protection. Other thelational
should be well protected. If even the search engirfédta, some other types of data such as social rietvemd
companies could not correctly recover the linkageer's search log data also suffer from privacy breaching
privacy is strongly protected. In this paper, weu® on concerns. Recentlk-anonymity and-diversity [6] have
breaking the linkage between users’ identities #reir been successfully extended to address privacy dssue
issued queries so as to prevent private informatiobe social networks [7, 8] and search logs.
disclosed by any parties. Several existing stuftiess on ~ The Private Information Retrievaimodel [9] is
hiding the true IP address of the users who issugdery. considered to be the perfect private solution tdress the
These methods cannot provide personalized search¥®acy breaching issues in web search. Due tdiigh
which require the original IP address.. Once the P complexity and the inability of personalized search
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Private Information Retrieval does not have prattic achieved by a software plug-in designed specificédr
usage. Some recent studies [10] try to obfusca&edlarch those web browsers.
query itself. Randomly generated keywords are tegc ~ While this framework does not completely hide users
into the actual query to hide the real search infEhese actual search queries, however, from the searcme&sg
methods rely on a thesaurus for generating queriésh  point of view, it is equally plausible that an iadiual
is not practical in the web search scenario. Initehd issues one of the queries in the same peer grogpa A
linkages between users’ identities and their qeedes result, even the search engine cannot correctiy which
maintained in the search logs, which in-fact gtitises user issued what search query with 100% accurauys,T
great privacy threats to associated individuals. the user’s privacy in web search is well protected.

The proposed privacy model is based on the corafeptB. The Privacy Model in Web Search
peer groups. Peer group, which represents a sgmap According to thel-diversity model for relational data
of individuals who share similarities, has been afg], if queries from the same peer group have thmes
important concept in social science research. Tiadysis search intent, a linkage is still able to be camgad
of peer groups has been applied in many areas, asichpbetween a user and search intent. Thus, the priveiel
stock analysis [11], collaborative information shgr[12], is defined by considering the diversity of queries.
distributed computing and cyber network structut@,[ Definition 1 (I-Diversity Search Privacy).A user 0
14]. However, the analysis of peer group has nanbeissuing a query fhas I-Diversity Search Privacy, if

used for the purpose of privacy protection in weiresh. 1. The peer group G oflthas at least | -1 other distinct
users, denoted as
[1l. PRIVACY PROTECTION FRAMEWORK AND G={ul,u2,...,ul,...}%
PRIVACY M ODEL 2. Let G) be the most frequent search intent of queries in

G, thus, (G) /|G| <1/ 1;

In this section, the framework for protecting user’3- WL only appears in one peer group G at any time.
privacy in personalized web search is first disedss [N general|-Diversity Search Privacy has a similar
Then, a practical privacy model with strong privacyProPerty ofl-d|ver3|ty. If a useru satlsflesI-Dlversny.
protection guarantee in the web search scenario $arch Privacy, search engines could not deterraine
discussed. linkage betweens's identity andu's search intent with a
A. The Framework of Privacy Protection in Web confidence higher thanI1/The larger the value df the

A web search activity usually involves interactionsONger the privacy guarantee.
between a user (client) and a web search engimeegye C- DiScussions on the Privacy Framework _
Our methods address the problem of privacy presgrvi As the proposed privacy framework has an infornmatio

web search at the client side by formalizing a pgeup ©OPfuscation step to break the linkage between a'suse
for each web user. identity and his/her search queries, it is necgsdar

consider whether this would affect the quality o&bw
‘ T search performance. On the search engine side,tigaeh
Dearchn unginaeo . . . . .
,l ﬁ l_ i it receives a group of user identities and seardrigs. If
e _

________ the size of a group id, there existl2 different

' [User Ruery Uscr RQuery combinations of user identities and search querias.
A Dl B . ensure that the actual personalized search resués
! . always generated, search engines need to conduchss
T e Tt 1 for all of thesel2 combinations. On the client side, the
poeentrene 2o TR TN 1 plug-in will only present to the users the persizeal
¢ T { T »L T l T search results of the original IP address. Theeeftre
[ Client |---[ Clienc] - [Client |---[Client] - quality of personalized search is not affected liatltais
B a1 R qu- 1?,,4 Tqu H,NL Tq”‘ interesting to see if a balance between the ovdehea
% % le\\ % the search engine side and the search quality @n b
o o o - achieved. We leave this as a future research atireft5].
In the I-Diversity Search Privacy model, the grouping
Fig. 1. The framework of privacy protection in protocol knows all the search queries and their
personalized web search (ui: user; gi: query issyedi; ~ corresponding IP address mapping. The groupingpobt
Ri: ranked result for qi) should be robust and reliable. Any mapping infoiorat

should not be leaked. As an interesting future aiese
Figure 1 presents the framework of our methods.l&Vhidirection, we plan to investigate practical segurnd
each user issues their own query as usual fromdhents encryption-based technique to enhance the seafritiye
(e.g., web browsers), an automatic online groupingrouping protocol.
protocol will be applied to cluster users into pgevups.
The queries from the same peer group will be subohib
web search engines together. The grouping protmobe
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IV. ONLINE CONSTRUCTION OF PEER GROUPS where ¢ is a parameter that determines whether two
queries have different search intents.

As the formalization of peer groups serves as core The above problem is a variant of tHeGather
foundations to protect individual's privacy in webarch, Clusteringproblem [1], which is NP-hard. However, in the
an online formalization of peer groups is a ned:ysNot web search Scenario, the Optlmal solution is noessary.
Surprising|y' in the current information era, nalis of In addition, millions of users may issue queriethatsame
users are issuing queries to search engines atraeyAn time and new users and new queries will be issued
online grouping procedure needs to be conductddrtn ~ continually.  Taking the efficiency requirement into
peer groups instantly. The details of the algorithwill be ~ consideration, we develop the algorithm called
discussed in this section. In practice, users map s GreedyAdd.
issuing queries, and new users will start to issueries.  1he details of the GreedyAdidgorithm are summarized
Thus, when a user does not satisfy IthBiversity Search in Algorithm 1. The algorithm starts by picking thep-1
Privacy anymore, a reconstruction of peer groups Kser in the sequence ofi,(q) pairs. Then, it scans the
triggered automatically. remaining sequence and keeps adding users who ®nce

To construct peer groups online, we model usear'cke Peer group ofl users is formalized, the queries are
activities as a sequence ofi,(gi) pairs, wheraii is user's submitted to search engines together.
identification (e.g., IP address) aqdis a query. The peer

group construction problem then becomes a sequence V. EXPERIMENTAL RESULTS
partitioning problem such that each partition sdasadtisfy
the privacy requirements in Definition 1. We conduct some experiments using the well-known
publicly released AOL search log data. The data set
Algorithm 1. The GreedyAdd algorithm contains about 650,000 users over a 3-month pevisal.
Input: a stream of users’ search queries S = {(ul, q2), (uadopted this search log data for the simulatiorusdrs
q2), .., (ui, qi), ...} issuing queries to web search engines. Only useainl
Output: a user groufs; their search queries are considered in the sinoulati
1: letG ={ul}; experiment.
2: letpointer= 2; As discussed in Section 4, the quality of persaedli
3: while |G| < I do web search is not affected at all using our progose
4: letcount= 0; privacy protection framework. For the purpose of
5:for eachu € Gdo evaluation, one important efficiency measure we
6:if Sim(q, gpointej > ¢ then considered is the time delay for constructing trezrp
7:count=count+ 1; groups. Since a group of users and their queries ar
8:end if submitted together, some users who issued queaitisre
9: end for may have to wait until the group is formed. To
10:if count= Othen quantitatively evaluate this time delay, we yxai, qi),
11: letG = G v {upointer}; the position of pairui, gi) in the sequence, as the time
12: letpointer= pointer+ 1; whenui issued a quergi. The largest position of a pair in
13:end if the peer grouj is denoted apG;j. Thus, the measure of
14:end while time delay forGj can be calculated as
15: updateS Delay= Y (ui,q)€Gj | p(ui, qi) - pGj|
16:return G; | Gj|
14 — : ;

To determine whether two queries have differentciea 12 | Gﬁﬂfgg _; K
intents, a straightforward solution is to calculate > 10 ¥ .
similarity score between them. We adopt a simyarit 2 81 T
measure based on the Vector Space model due to its G r ]
popularity. That is, each query is regarded as ren te ;' - ]

vector. A cosine similarity is calculated to meastine 5 10 15 20 25
similarity between two queries. We develop a greedy )

solution to construct partitions from a sequencéuafqi) Fig. 2. The time delay in thé simulation experiment
pairs. The major idea is to consider a variant of a
traditional clustering problem: supposelistinct users are Figure 2 shows the average time delay for all thers
issuing their own queries, we need to generateer®i®f i, the AOL search log data. The X-axis represehts t
users (and their querie§)= {G1,G2, . . .}such that: value of | — the size of peer groups, and the Y-axis
1. vGi € G, the size ofi, denoted a§Gi|, satisfiedGi| >  yepresents the delay as calculated using Equatidfod

I comparison, the calculation of the minimal timeayels

2. vuj, uk € Gi, the similarity score of querieg, gkissued  gone which refers to the case that each peer gronfains

by uj, uk (denoted asin(qj, k) satisfiesSim(aj, gk <J,  a continuous set ofi{, gi) pairs in the sequence.
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In general, the time delay due to grouping is gsitell.

When the value of increases, the time delay increases as

well. This is because the size of peer groupseases.
Considering the fact that millions of users areuiisg

queries withina very short time period, the actual time

delay for constructing peer groups practice can be
neglected.

VI. CONCLUSION

In this paper, we proposed a practical privacy ehdar
protecting user’s privacy in personalized web deafhe
general idea is to hide individual's search adgsitin a
social crowd. Thus, the linkages between user’'sitige
and user’s queries are disconnected.

There are several interesting future directions dar

work, such as (1) how to extend the proposed pyiva

model to prevent privacy breaches which utiliz
individual's sequential search activities; (2) hotw
integrate users’ click-through data to enhancepttieacy
model in web search. In addition, the proposed peaup
formalization algorithm only considers whether (ser
queries share different search intents, it doegal@ into
account whether users sharing similar social baackupt
should be grouped with high priority. We are als
interested in exploring social profiles of users foore
effective formalization of peer groups.
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